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Abstract: The radical evolution of computer technology paracly in the Hardware (towards reduced size & Wigig
lower power consumption, higher performance at topréice.) and Communications (wireless & satellistworks,
cellular telephony, WAN’s, Internet), has introddcéne concept of Mobile Computing. It gives freedéom users
don't have to be tethered on expensive wired watiksts in order to exchange data. All they neednabile
computers that are portable computers communicatagireless networks.

The benefits of on-the-move network connectivitg abvious but there are several serious networ&irgystem
issues to be solved before the full benefits of ilrolomputing systems are realized into the prectf@ut of these
issues one most important issue is Security. Tipeogeh of this document is to discuss the secigdyes generating
from the today’s technological changes in mobilenpating. Truly mobile computing offers many advayes
Confident access to the Internet anytime, anywhadidelp free us from the ties that bind us to desktops. Having
the Internet available to us as we move will gigehe tools to build new computing environments refier we go.
However, there are still some technical obstadies imust be overcome before mobile networkings lm@icome
widespread. The most fundamental is the securityag@ment, which is almost an afterthought untilrfeent years.
Providing security services in the mobile computaryironment is challenging because it is more enahle for
intrusion and eavesdropping.

Keywords. mobile computing, security; threats; attacks; sptarhe.

1.INTRODUCTION: Wireless mobile computing faces additional constgai
induced by the characteristics of wireless
Mobile Computing is very broad term which can be communications and the demand for portability.
used to define any means of using a computer @utsid \opile wireless computing enables access to data at
the workplace. This includes working from home ar o any time and from any place towards the vision of
the road, at airport or at hotel. This also inchi®sks ubiquitous or pervasive computing. Although mobile
used to remotely connect to corporate office, home computing covers a variety of different hardware an
computers, laptops, smart phones or tablets. I8 thi goftware platforms as well as diverse applications,
paper we have restricts our scope up to mobilecéevi  any common issues arise. Mobile computing is hu-
like smart phones & Tablets. It is interaction bedw man—computer interaction by which a computer is ex-
human and computer by which a computer is expected pected to be transported during normal usage. Mobil
to be transported during normal usage. computing involves mobile communication, mobile
The birth of "mobile computing” has signalled a new pargware, and mobile software. Communication issues
era in the field of computing and information syst¢  include ad hoc and infrastructure networks as asll
The concept of mobile computing is derived from the ~qmmunication properties, protocols, data formais a
realization that as computing machinery decrease in ;gncrete technologies. Mobile software deals wiii t
size and increase in computing power users will characteristics and requirements of mobile apptioat
demand these machinery to be part of their everyday
life,accompanying them in the carrying-out of their 2 CHARACTERISTICS-MOBILE COMPUTING:
everyday tasks. Mobile computing is distributed
computing that involves elements whose location 2.1 Portability:
changes in the course of computation. Elementsheay  As the name “Mobile” implies, the device is to bdeea
software components such as mobile agents data,to move from one place to another place without
hardware such as palmtops and wireless phones oraffecting its ongoing functionality. The portahyjlit
users The term mobile computing is very often uUsed provides the user to take away its digital devitem
wireless mobile computing - the use of portableicks/ his/her office location & provides easy access tsf i
capable of wireless networking. working files onthe go.
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2.2 Connectivity: szz Ili:ﬁ::f
The ease of being able to connect to the Interndt a
receive or transmit data is an essential compotent m Betsupout Bl e
mobile computing. Connectivity through mobile m s ' i
carriers over a 3G- or 4G-type network, as wel\as -
Fi capabilities, are basic requirements for mobile Cameras nd Multighe input
devices. sharper displays systems

More compating
2.3Interactivity: pawEr
This could almost go without saying, but like most- Fig1l. Mobile devices are evolving into Multifunatial devices

er computing technologies, the ability for a molulke
vice is critical. The interactivity becomes morgrsfi-
cant with mobile devices, as they typically havssle
computing power than other types of technology.

In July 2012, the Cloud Security Alliance and the
Mobile Working Group surveyed 210 security
practitioners from 26 countries. Respondents were
approximately 80% “experts in the field of infornaat
security,” which includes security admins, consutita
and cloud architects.[3] The survey asked usersitk
mobile top threats in order of both their concend a
likelihood of a threat: occurring this year, nexay, or
not likely to happen. After considering over 40feliént
top threats to the mobile landscape, the top camekd
were dubbed “The Evil 8.”

2.4 Individuality:

Individuality may sometimes be overlooked, butitai
basic component of the concept of mobile computing.
Mobile devices, including smart phones and tabkats,
designed for individuals and have become a soeixef
tension to people in many aspects of their livesnt
this perspective, how individuals interact with rileb
devices remains unique.

3. THREATSTO MOBILE COMPUTING: 3.1 TheEvil 8: Top Threatsto Mobile:

1. Data Loss from lost, stolen, or decommissioned
Times have changed dramatically since 1946 when the devices:
first mobile telephone call was made. For the fG6t By their nature, mobile devices are with us evergreh
years, there was really only one purpose for a keobi we go. The information accessed through the device
device to conduct phone calls. This was a relativel means that theft or loss of a mobile device has
simple process, and for the most part it was securejmmediate consequences. Additionally, weak password
Mobile carriers only had to worry about potentiabpe access, no passwords, and little or no encryptam c
fraud but security was not something that was high|eaq to data leakage on the devices. Users maysalso

priority for them. Over the past few years, thems h o giscard devices without understanding the istheir
been a wave of new mobile devices that run on 3G ofyata. [3]

4G networks. These devices include smart devic€s, P 5 |nformation stealing mobile malware:

cards/dongles, and netbooks. In many ways, thee ne \ajware is software that is designed to engage in

3G or 4G devices are comparable to today's 1ap®Wps  majicious behavior on a device. For example, mawar
desktops, only a lot more mobile. While mobile de¢ -5, commonly perform actions without a user’s
are primarily used for voice communications, theg & yknowledge, such as making charges to the user’seho
designed for much more as shown in Figure 1. Today, pj|| sending unsolicited messages to the userfstam

typical smart phone is able to: [7] list, or remotely giving an attacker control ovedevice.

* Use 3G technology or Wi-Fi to access the data Malware can also be used to steal personal infoomat
network at broadband speeds. from a mobile device that could result in identiteft or

* Access any website in an open environment. financial fraud. [14]

» Access thousands of mobile applications. Repackaging is a very common tactic, in which a
* Synchronize emails, contacts, calendars, ett. wit malware writer takes a legitimate application, rfiesi
personal and corporate email systems. it to include malicious code, then republishesoittie

* Download and manage digital music, photos, app market or download site as shown in the below
podcasts, videos, and other multimedia. figure.[15]
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egtme Uplondethe e Walicious Developer device. Tigerbot is downloaded involuntarily to aes
developer  |—3|  toofficial Takr_s.ngl:n:njtaq?hand from third-party marketplace.s. TigerBot is a bgt
createsanapp Android Market '”pa;]:;i:'mw' designed to gather confidential data from a mobile

device and uses SMS to control the installed bot. |

AT figure below the TigerBot malware hides from therus
dliiclousueveloper . . .

User downloads canperform Upluadsthe app by masking itself as a popular icon, such as Gdogle

ith - o to Third party A i icati [
PPV B== - liciousactivities [T] 10T ATy AP search app, and a generic application name (ie.
on the users phone “System”)

malware Market

Fig 2. Process of third party app stores

3. Data Loss and Data Leakage through poorly
written third-party applications:
Applications for smartphones and tablets have grown
exponentially on iOS and Android. Although the main
marketplaces have security checks, certain data
collection processes are of questionable necesaity;
too often, applications either ask for too mucheascto
data or simply gather more data than they need or

4SMB used T 142MBfree
otherwise advertise. [3]
4. Vulnerabilities within devices, OS design, and Figure 3. Tiger Bot.
third-party applications: 7. Insufficient access to APIs;

Vulnerabilities that can be exploited for malicious Granting users and developers access to a delive’s
purposes. Such vulnerabilities can often allow anlevel functions is a double-edged sword, as attacke
attacker to access sensitive information, performtheory, could also gain access to those functions.
undesirable actions, stop a service from functignin However, a lack of access to system-level functins
correctly, automatically download additional aps,  trusted developers could lead to insufficient sigii]
otherwise engage in undesirable behavior. Vulnerabl 8. Proximity-based hacking:

applications are typically fixed by an update frohe  Near-field communication (NFC) allows mobile deice

developer [2]. to communicate with other devices through shorgean
5. Unsecured W-Fi, network access, and rogue access wireless technology. NFC technology has been used i
points: payment transactions, social media, coupon delivery

The number of locations that provide Wi-Fi in peutar, and contact information sharing.[3] Dum the
free Wi-Fi has exploded over the last few yearssTlas  information value being transmitted, this is liketybe a
increased the attack surface for users who comieect target of attackers in the future.

these networks. In the last year, there has been a

proliferation of attacks on hotel networks, and mpe 4. SECURITY SCHEMES IN MOBILE
rogue access points installed on public places. COMPUTING:

Increased access to public Wi-Fi, along with insesh

use of mobile devices, creates a heighlightenedAs mentioned in section 3 how the malicious codesa
opportunity for abuse of this connection. Firefox's acces of the mobile device & steels the highly xes

Firesheep extension is a perfect example of howcane |nfqrmat|on from _the dewcg. To det_ect these_trmre
. to data th h publi d Wi-Fi various repackaging detection algorithms availaBlé.
gain access to data through public unsecured Wi-F. these algorithms help to identify a repackaged

6. Unsecured or rogue marketplaces: application on a third party app market. One such
Android devices, offers many options for applicatio algorithm is the DroidMOSS algorithm[4].
downloads and installations. Android users canlgasi Fig.4 shows an overview of DroidMOSS. DroidMOSS
opt to download and install apps from third-party has three key steps: Feature Extraction, Fingent Pri
marketplaces other than Google’s official “Play rsto ~ Generation and Similarity scoring. [1]
marketplace. The majority of malicious code distréal
for Android has been distributed through third-papp
stores. Most of the malware distributed throughidthi
party stores has been designed to steal data fremdst
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Fig 4. An Overview of DroidMOSS
a) Feature Extraction:

This is the first step where the two main featwksach
app, that is, instructions contained in the app itsdu-
thor information, are extracted. These two featwaes
used to uniquely identify each app. Each Android &p
essentially a compressed archive file which costéie
classes.dex file and a META-INF subdirectory. The
classes.dex file contains the actual Dalvik bytecémt
execution while the META-INF subdirectory contains
the author information. Dalvik disassemblers aredus
extract Dalvik bytecode from classes.dex. [10] Thde
contains opcodes and operands. Further abstraigtion
made by removing the operands and retaining ordy th
opcode with the believe that it might be easy &pack-
agers to modify or rename the operands, but mudt ha
er to change the actual instructions. For the auitho
formation, the META-INF subdirectory contains thal f
developer certificate, from which the developer ram
contact and organization information, as well &sghb-
lic key fingerprints are obtained. Each developatifi-
cate is mapped into one unique 32-bit identifierttiar
ID) which is integrated into signature for compari-
son.[10]

b) Fingerprint Generation:

The second step is to generate a fingerprint foh eap,
using a specialized hashing technique called firesh-
ing [4]. Instead of directly processing or compgrthe
entire (long) instruction sequences, it first camsks
each sequence into one much shorter fingerpring Th
similarity between two apps is then calculated base
the shorter fingerprints, not the original sequasndée
instruction sequence is first divided into smaliezces.
Each piece is considered as an independent unitre
tribute to the final fingerprint. However, the clealge
lies on the determination of the boundary of eaielcg
In Droid MOSS, a sliding window is used, that start
from the very beginning of the instruction sequeand
moves forward until its rolling hashing value ecual

pre-selected reset point, which determines the dayn
of the current piece. Specifically, if a reset pois
reached, a new piece should be started. [4] Theret:
process is presented in Algorithm 1. & visually soaa
rized in Figure 5.

Algorithm 1:

Generate the app fingerprint [4]

Input: Instruction sequence iseq of the app
Output: Fingerprint fp

Description: wsize - sliding window size, rp - repeint
value,

sw - content in sliding window, ph - the piece hash
1: set_wsize(wsize)

2: set_resetpoint(rp)

3: init_sliding_window(sw)

4: init_piece_hash(ph)

5: for all byte d from iseq do

6: update_sliding_window(sw, d)
7: rh rolling_hash(sw)

8: update_piece_hash(ph, d)
9:if rh = rp then

10: fp concatenate(fp, ph)

11: init_piece_hash(ph)

12: end if

13: end for

14: return fp

wlling._hashisliding_window) = resel_point

b b L
H o V-
)

diding window s T /

Insiruction sequence | picee | picee 2 picee 3

Fiecewise n.mw\D/

Fig 5. Fuzzy Hashing for Fingerprint Generation

Final fingerprint

¢) Similarity Scoring:

In the third step, divide the apps into two groupse

from the official Android Market and one from aler
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tive marketplaces, and then calculate pairwiselarity
scores between the two. The similarity is basedhen
derived fingerprints. The fuzzy hashing schemeds d
terministic in that if two apps from two groups éden-
tical, the same fingerprints will be generated.abfdi-
tion, it can also effectively localize the changessibly
made in repackaged apps.[4]

Based on the above analysis, the similarity betwiben
(shorter) fingerprints represents how similar thedr-
responding apps are. Similarity scoring algorithome
putes the edit distance between these two fingempri
which is the number of minimum edit operations, in-
cluding insertion, deletion and substitution of iagke
byte, needed to convert one fingerprint into anotihe
algorithm Droid MOSS for Similarity Scoring is pre-
sented in Algorithm?2. [10]

Algorithm 2:

Calculate the edit distance between two apps
Input: Two fingerprints fpl and fp2

Output: Edit distance between fpl and fp2

1: lenl strlen(fpl)

2: len2 strlen(fp2)

3: initialize_two_dimensional_matrix (matrix, lenl,

len2)
4:fori=0"!lenl do
5:forj=0"!len2 do

6: if fp1[i] = fp[j] then

7:cost=0
8: else
9:cost=1
10: end if

11: matrix]i, j] = min (matrix [i-1, jJ+1, matrix[i j-1]+1
matrix[i-1, j-1] + cost)

12: end for
13: end for

14: return matrix(lenl, len2)

In particular, for two fingerprints fpl and fp2 (Wi
lengths of lenl and len2, respectively), reservieva
dimensional matrix (each value in the matrix igiaai
lized to 0) to hold the edit distance between gdffiges
of the first fingerprint and all prefixes of thecead, and
then compute the values in the matrix by floodnfl
the matrix. The distance between the two full gsin
will be the final value of the edit distance betwebe
two fingerprints. The edit distance of any prefiubse-
guences of fpl and fp2 can be derived from the -mini
mum of three values: (1) matrix (i-1, j +1, whicleams
to add one insertion operation in fpl;  (2) rxafi; j-
1) +1, which means to add one deletion operatidpan
and (3) matrix (i-1, j -1) + cost, which means tiwane
substitution operation between fpl and fp2. Basethe
calculated edit distance, we can derive a simylasiiore
between two fingerprints. The formula used, is als f
lows:

s miIarityScorec[l-distance/ max{lenl,lenz}] *100

If the calculated similarity score between two apps
ceeds certain threshold and these two apps aredsign
with two different developer keys, the system réptne
one not from the official Android Market as repag&e.
The threshold selection affects both false posstiaad
false negatives of our system. Specifically, a higte-
shold likely leads to low false positives but alsigh
false negatives while a low threshold introduceghhi
false positives but with low false negatives. Heiide
very important to determine the value of thresholde-
duce the false positives and false negatives. kxpeis
reveal that threshold 70 is a good balance betiezse
two metrics [10].

5.CONCLUSION:

Security of Mobile Computing is still a nascentldie
with lots to research and a long way to go to ahie
"complete security". The security of mobile compgti
presents new grounds for research as some of te pr
lems faced in the mobile world are non-existentha
traditional wire-based computing environment. Fetur
work could address information security relatedtte
following three sub-areas of the mobile environment

» The security of information residing in the mo-
bile units, and the correctness and integrity aéda
these mobile units.

» The security of information as it travels "over
the air" between mobile units and mobile suppart st
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tions. An important consideration in this areahis t [13] Heging Huang, Sencun Zhu, Peng Liu, Dinghag Wu
power consumption of the algorithms and schemes “A Framework for Evaluating Mobile App

that implement this secure data transfer. Repackaging Detection Algorithms” ,
[14] Security Guidance for Critical Areas of Mobile
Computing, V1.0 at

 New secure data storage schemes and data or- . .
http://www.cloudsecurityalliance.org

gamza‘uon tgchmques will be required to facibtat 15] Lookout Mobile Security, “Lookout Mobile Threat
rapid searching and transfer of data to and from mo Report”, August 2011

bile units.
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